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WHO WE ARE c

A solution-driven, collaborative hub addressing complex
cybersecurity problems




WHO WE ARE C

As part of the NIST family, the
NCCoE has access to a
foundation of expertise,
resources, relationships, and
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OUR GOALS

c

Improve cybersecurity for
businesses and commerce

Lower the learning curve for
cybersecurity

Spark innovation in secure
technology
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NCCOE PRINCIPLES

Standards-based

Apply relevantindustry standards to each
security implementation; demonstrate example
solutions for new standards

Modular

Develop components that can be easily
substituted with alternates that offer
equivalentinput-outputspecifications

Repeatable

Provide detailed guidance includinga reference
design, list of components, configuration files,
relevant code, diagrams, tutorials, and
instructions to enable system admins to
recreate the example solution and achieve the
same results
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Commerciallyavailable

Work with the technology community to
identify commercially available products that
can be brought together in example solutions
to address challenges identified by industry

Usable

Design blueprints that end users can easily
and cost-effectively adopt and integrate into
their businesses without disrupting day-to-
day operations

Open and transparent

Use open and transparent processes to
complete work; seek and incorporate public
comments on NCCoE publications



PRODUCTS

Practical, user-friendly resources
demonstrating standards-based approaches
to cybersecurity matched to business needs

Cybersecurity Practice Guides
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] TELEWORK SECURITY A Taxonomy and Terminology of

- Adversarial Machine Learning
NIST SPECIAL PUBLICATION 1800-21A B OVERVIEW & TIP GUIDE e
Mobile Device Security: 26° 43= 82 i

Corporate-Owned Personally-Enabled (COPE)

White Papers
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Learning Series Webinars

www.nccoe.nist.gov/library
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GET INVOLVED

Share a Project Idea
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Contribute to Publications

Join a Community of

Interest




